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Introduction

Background Challenges

» Most existing recommenders are trained on centralized user data, which has the risk of data  » The attack method must be effective even with a small fraction of malicious clients.
leakage and raises privacy concerns. » The attacker can only access a small set of data stored on the malicious clients.

» Several studies have applied federated learning (FL) to train privacy-preserving federated ~ » The attack method needs to manipulate the model output on arbitrary inputs.
recommendation (FedRec) systems. » Many recommenders are naturally robust to malicious perturbation to a certain degree since

» Unfortunately, FL is known to be vulnerable to poisoning attacks. they are trained on implicit user feedback with heavy noise.

» The untargeted attack that aims to degrade the overall performance of the FedRec system
and 1ts defense remains less explored.

Main Idea Datasets
> Upload malicious gradients that converge item embeddings into several dense clusters. » MovieLens-1M: a public movie recommendation dataset.
» The recommender tends to generate similar scores for these close items in the same cluster » Gowalla: a public check-in dataset obtained from the Gowalla website.
and mess up the ranking order. @ Distribute @ ) ® Upload Dataset  #Users #ltems #Actions Avg.length Density
Attack Procedure (See the paper for details) ____} e S| : ML-IM 6,040 3,706 1,000,209 165.6 4.47%
> Apply k-means to split the item i e O ; Gowalla 29,858 40,981 1,585,043 53.1 0.13%
. | M . K 1 t E ompute Lattack and Sitem E
emb;ddlngs {vl}iz% nto KC I O‘ —[ éﬁ?&?ﬁ ]J Detailed statistics of the two datasets.
{Ci}izl with centroids {ci}izl' i 0 Run k-means on : E .
» Compute the within-cluster variance and ! ttern embeddings - [| Performance Comparisons
1C1 1 ' ' E Local Model Normal gradients : E
the malicious item embedding gradient. iCurrent Model @ Lo Ko }‘guser i '[ Lz Nom ] | Model Attack ML-1M Gowalla
K Y i f § Method HR@5 NDCG@5 HR@5 NDCG@5
,Cattack _ S‘ Y H’U o Cz'H2 g _ attack E @ @)[ Local User E
— o / 2 i 0v; : Model | @) Update Malicious Clien | No Attack 0.03549 (-) 0.02226(-) 0.02523 (-) 0.01697 (-)
=R it LLocal Dats et o e : LabelFlip 0.03561 (-0.34%)  0.02238 (-0.54%)  0.02541 (-0.71%)  0.01711 (-0.82%)
» Compute the normal gradient [item; Suser; 8pred] of €ach malicious client. FedAttack  0.03358 (5.38%)  0.02118 (4.85%)  0.02371 (6.02%)  0.01585 (6.60%)
5 Clio th lici dient with timated ; it beddi dient MF Gaussian 0.03555 (-0.17%) 0.02224 (0.09%) 0.02528 (-0.20%)  0.01701 (-0.24%)
1p the MAlCIous gadicnt With an €snated notm 61 hotmal e cmbeading gradiciis. LIE 0.03259 (8.17%)  0.02062 (7.37%)  0.02316 (8.20%)  0.01571 (7.42%)
» Upload gpreq and the clipped malicious item embedding gradient gjtem to the server, and Fang 0.03038 (14.40%)  0.01897 (14.78%)  0.02131 (15.54%)  0.01448 (14.67%)
update the local user model with g,,cer. ClusterAttack  0.02451 (30.94%)  0.01545 (30.59%) 0.01664 (34.05%) 0.01117 (34.18%)
» Adjust the number of clusters K with the adaptive clustering mechanism based on £ 50k No Attack 0.10810 (-) 0.07053 (-) 0.03251 (-) 0.02217 (-)
after each round of attack. LabelFlip  0.10857 (-0.43%)  0.07071 (-0.26%)  0.03270 (-0.58%)  0.02222 (-0.23%)
FedAttack 0.10013 (7.37%) 0.06572 (6.82%) 0.03054 (6.06%) 0.02087 (5.86%)
SASRec Gaussian 0.10769 (0.38%) 0.07055 (-0.03%) 0.03226 (0.77%) 0.02222 (-0.23%)
Detense: UNION LIE 0.09677 (10.48%)  0.06281 (10.95%)  0.03008 (7.47%)  0.02021 (8.84%)
Client Side Fang 0.08964 (17.08%)  0.05909 (16.22%) 0.02797 (13.96%) 0.01883 (15.07%)
, , , . . . ClusterAttack  0.06547 (39.44%) 0.04130 (41.44%) 0.02223 (31.62%) 0.01544 (30.36%)
» Train the local recommendation model with an additional contrastive learning task.
» Denote the item set interacted by the user as V,, = {vi}%zl and the entire item set as V. Model performance under different attack methods with different defense mechanisms.
» For each Vi € VU’ randomly select another pOSitiVe item vi+ € VU and P negative items ZA No Attack  E=X] LabelFlip FedAttack = E=3 Gaussian  [[IIII] LIE Fang  EEH ClusterAttack
(VY S V\V,.
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» L. can regularize the item embedding toward a uniform distribution in the space while = 2 ] - 2\ ] Z§:}:}: 2 5 2§ - Z &
training with the recommendation task. 0026 Z Z§ . 2 % ZIN|@ 2\ 5 2 i : Z§ 3
. 0.023{ [/ N AN 2 - 7N ZINE ZQQ
Server Side ONEEIEHE NE ONE ONE 7N N NE
» Estimate the uniformity of updated item embeddings for each received gradient. P immedMean  Krum MultiKrum NormBound FL-WBC  MultiKrum+UNION NormBound+UNION
d, =FE ., | f(x) — f(y) H; Model performance under different attack methods with no defense.
L, Y~ Pdata
> Use the Gap Statistics algorithm to estimate the number of clusters in the set of estimated | Impact of Adaptive Clustering
uniformity {d;}/-. X0 MF SASRec .
» If the algorithm estimates that there is more than one cluster, we apply k-means to split . »
{d;};- into two clusters and filter out all the gradients belonging to the minor one. ——— A T

Gradients and Uniformity Analysis
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